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Executive Summary

Strategic Intent: To bridge the ”Techno-Functional” gap between Ethiopia’s rapid digital payment
expansion and its latent cybersecurity maturity.

The launch of the National Digital Payments Strategy (NDPS) 2030 has accelerated
Ethiopia’s transition toward a ”cash-lite” economy. However, this transition is currently threat-
ened by a measurable ”Resilience Divide.” This research provides the first empirical audit
of the sector, revealing that while Tier-1 institutions are nearing global maturity benchmarks
(Mean: 4.15), Group C ”Evolving” institutions remain at critical risk (Mean: 1.59).

Key Empirical Findings:
e Staffing Deficit: 66.7% of the sector lacks the specialized human capital to maintain

independent 24/7 security operations.

e Financial Loss Impact: The 1.3 Billion Birr fraud surge of 2024 serves as a systemic
" proof-of-concept” for existing vulnerabilities in the national grid.

e Statistical Significance: A One-Way ANOVA (F=159.23, p < 0.001) confirms that
cybersecurity maturity is structurally tied to institutional tiering.

Strategic Recommendation: This paper proposes the ”Sovereign Shield” architecture.
By transitioning to a Regulator-as-a-Service (RaaS) model, the National Bank of Ethiopia
(NBE) can centralize high-cost technical infrastructure—such as the SupTech Data-Lake and
National PKI—to "subsidize” the security of smaller institutions, thereby preventing systemic
contagion and ensuring national digital sovereignty.
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1 Introduction

The rapid evolution of Ethiopia’s financial ecosystem, catalyzed by the National Digital Payments
Strategy (NDPS) 2030, has transitioned the state from a cash-heavy economy toward a digitized,
”cash-lite” future (National Bank of Ethiopia, 2030). This transition is anchored by the National
Bank of Ethiopia’s (NBE) commitment to financial inclusion and infrastructure modernization.

However, a critical ”Resilience Deficit” has emerged. As institutions race to adopt mobile money,
instant payment systems (IPS), and API-driven banking, their ”Inherent Risk” (IR) is outpacing
their back-end cybersecurity maturity (Mosisa, 2025). This research aims to quantify this gap
and propose a structural solution.

The primary challenge facing the Ethiopian financial grid is the ” Techno-Functional” misalignment
between front-end digital adoption and back-end security capabilities. While Tier-1 commercial
banks possess the capital to secure their infrastructure, smaller microfinance institutions (MFIs)
and evolving players lack the resources to defend against sophisticated systemic threats. This
creates a "weakest link” vulnerability that threatens the entire national payment grid.

The Ethiopian ”Regulator-as-a-Service” (RaaS) model represents a distinct evolution compared
to global standards such as the EU’s PSD3 or India’s UPI.

Table 1: Comparative Analysis: Ethiopia (NDPS 2030) vs. Global Ecosystems

Feature Ethiopia (TIM- EU (PSD3) India (UPI)
ONA)

Data Strategy SupTech Data-Lake Open Banking APIs NPCI Central

Trust Layer National PKI (Fayda) eIDAS / QWACs Aadhaar Auth

Oversight Model Regulator-as-a-Service Market Supervision Public-Private Corp

Security Focus Grid Resilience Data Sovereignty Transaction Velocity
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2 Literature Review

Strategic Context: Understanding the shift from traditional prudential oversight to technology-first
SUPETVISLON.

The Bank for International Settlements (BIS) defines Supervisory Technology (SupTech) as the
use of innovative technology by primary financial authorities to support their oversight functions
(Duarte et al., 2022). Historically, supervision was a manual, reactive process involving the
submission of periodic reports. In the digital era, this has evolved into ”Prudential Streaming,”
where telemetry flows in real-time.

In emerging markets, the high cost of independent cybersecurity infrastructure has led to the
rise of ”Regulator-as-a-Service” (RaaS). This model allows the regulator to act as a centralized
security utility, providing shared services like a National SOC (Security Operations Center) to
smaller institutions.

Cyber resilience is defined as the ability of a financial system to anticipate, absorb, and recover
from cyber-shocks. Research shows that East African markets are particularly vulnerable to
”Leapfrogging Risks”—where the speed of mobile money adoption outpaces the development of
local security talent (World Bank, 2024).

D1: Risk Mgmt

Group A (Tier-1)

Group B (Mid-Tier)
= Group C (Evolving)
Sector Average

D5: Incident/Mgmt D2: Threat Intel

Figure 2: The Evolution of Oversight: From Manual Audits to Real-Time SupTech
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A critical pillar of the ”Sovereign Shield” is the anchoring of digital trust. Academic discourse on
”Techno-Functional” architecture emphasizes that cybersecurity is a multi-layered problem. In
Ethiopia, the 18.2% incidence of identity-based fraud highlights a failure in the ” Trust Layer.”

The integration of the National ID (Fayda) with a mandatory National Public Key Infrastructure
(PKI) represents a ”decentralized trust” model. By anchoring every transaction to a biometric
identity and a cryptographic signature, the ecosystem moves away from vulnerable password-
based authentication. As explored by NID Ethiopia (2025), this integration ensures non-
repudiation, a foundational requirement for digital sovereignty.

The literature frequently overlooks the ”Human Element” in cyber resilience. Studies indicate
a global ”Brain Drain” of specialized talent. In Ethiopia, this manifests as a structural deficit
where 66.7% of financial institutions are physically unable to staff a 24/7 security function.
This empirical reality mandates the transition to a shared-service model—the cornerstone of
TIMONA’s ”Sovereign Shield” recommendations.
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3 Methodology

This research utilized a stratified, cross-sectional design to assess the cybersecurity posture of
Ethiopia’s financial grid. The methodology was structured to evaluate the Techno-Functional
alignment between institutional capability and the rapid digital targets set by NDPS 2030.

A total of 30 domestic Financial Institutions (FIs) were sampled. As illustrated in Figure 1, the
Inherent Risk (IR) profile of the sector is not uniform; it is driven by the volume of digital
transactions and the complexity of third-party API integrations.

Moderate Threshold
—— Weighted Avg (3.84)

External Threats

Organizational Characteristics

Online/Mobile Products

Delivery Channels

Technologies & Connectivity

0.0 05 10 15 20 25 3.0 35 40
Risk Level (1-5)

Figure 1: Inherent Risk (IR) Profile: Sector-Wide Severity Distribution

Table 2: Institutional Stratification and Sampling Framework

Tier Group Selection Criteria Sample Size (N) Market Share %
Group A Assets > 50B ETB; High API Density 8 65%
Group B Assets 10B-50B ETB; Active Migra- 10 25%

tion
Group C Assets < 10B ETB; Legacy Core Sys- 12 10%

tems

To account for these variances, institutions were stratified into three tiers:
e Group A (Tier-1): Systemically important banks with high digital transaction density.

e Group B (Mid-Tier): Institutions currently migrating legacy cores to cloud-native
stacks.

e Group C (Evolving): Smaller lenders and MFIs with limited technical capital.

Before analyzing specific domains, the research established the ”Macro-Gap.” As shown in
Figure 2 and 3, the sector suffers from a structural deficit where the actual maturity fails to
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meet the risk requirement mandated by the National Bank.

D1: Risk Mgmt
5

Group A (Tier-1)
Group B (Mid-Tier)

Group C (Evolving)
Sector Average
b \
D5: IncidenyMgmt / D2: Threat Intel
(-

—\\

D4: Dependency ber Controls

Figure 2: The Resilience Divide: Maturity Gap Radar by Group

——- Required IR Level (3.84)

4.0 1

Maturity Score

0.5

0.0-

Sector Avg Group A Group B Group C

Figure 3: Achievement vs. Inherent Risk Requirement Summary
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4 Results: The Landscape of Ethiopian Cyber Resilience

Table 3: Aggregate Maturity Scores by Domain and Tier Group

Cybersecurity Domain Group A Group B Group C Sector Mean
D1: Governance 4.42 3.15 1.59 3.05
D2: Threat Intelligence 3.10 2.20 1.05 2.12
D3: Technical Controls 4.15 2.90 1.40 2.82
D4: Vendor Risk 4.50 4.10 2.92 3.84
D5: Incident Response 4.25 2.85 1.15 2.75

4.1 Domain 1: Cyber Risk Management and Oversight

Domain 1 results indicate that Governance is the primary driver of maturity. However, as
Figure 4 shows, there is a stark disparity in performance across sub-components like board
oversight and dedicated budgeting.

Domain 1(Cyber Risk Mgmt & Oversight): Sub-Component Performance

—=~ Baseline Moderate (3.
—— Required for IR (3.88)

Strategy & Policy Risk Program Oversight Staffing & Budget

Figure 4: Domain 1 (Cyber Risk Mgmt): Sub-Component Performance by Tier

To ensure the validity of these findings, statistical normality checks were performed. Figures 5
and 6 demonstrate that the maturity scores follow a standard distribution, justifying the use of
parametric testing in later sections.
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20.0 A
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15.0 1

Frequency

7.5 1

5.0 A

2.5 A

0.0 -
1.5 2.0 2.5 3.0 3.5 4.0 4.5

Score

Figure 5: D1 Score Distribution: Normality Check (Histogram Analysis)
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Figure 6: Q-Q Plot for Domain 1 Maturity: Residual Analysis
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4.2 Domain 2: Threat Intelligence and Collaboration

The ”Intelligence Silo” identified in Figure 7 represents the most significant systemic risk to the
national payment grid. While Group A institutions possess sophisticated internal monitoring,
the lack of a horizontal sharing mechanism ensures that threat vectors are not ”inoculated”
across the sector.

5 . - o

—— Sector Avg (2.91)
===~ Target IR (3.84)

4- 390

Maturity Score

Group C (Evolving) Group B (Moderate) Group A (Advanced)

Figure 7: Domain 2 (Threat Intel): The Intelligence Silo Effect

Domain 2 — The Intelligence Silo Effect. This visualization highlights the lack of bilateral threat
data exchange, where 85% of critical fraud indicators remain localized within Tier-1 institutions,
leaving the broader grid vulnerable.

3 4
[9)
()]
=
©
[24
I
S 21 1
[%2)
Z
5
©
=
o T ——
o
Group A Group B Group C

Figure 8: D2 Variance Distribution: Homogeneity of Variance Test

Figure 8 (Homogeneity Test) confirms that this lack of collaboration is a structural characteristic
rather than an institutional choice. The data suggests that competitive pressure prevents the
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sharing of fraud signatures, allowing attackers to reuse the same infrastructure against multiple
banks.

4.3 Domain 3: Cybersecurity Controls (The Technical Shield)

As illustrated in Figure 9, technical hardening is highly concentrated within Group A. The dis-
parity in control maturity creates a ” Grid Vulnerability” where the lack of zero-trust architecture
in smaller institutions threatens the integrity of the national payment switch.

5
~== Required (3.88)

Maturity Score

Group C Group B Group A Sector Avg

Figure 9: Domain 3 — The Technical Shield Maturity. This visualization tracks the implemen-
tation of IAM, network segmentation, and encryption across the three institutional tiers.

Figure 10 provides the empirical evidence for the ”Staffing Bottleneck.” The strong positive
correlation (r = 0.88) proves that technical control maturity is currently impossible to achieve
without a significant volume of specialized personnel-—a resource currently absent in 66.7% of
the sector.
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Staffing Volume vs. Cybersecurity Maturity
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Figure 10: Correlation — Staffing Volume vs. Technical Control Maturity. The data demonstrates
that Group C institutions cannot ’buy’ their way to maturity without the underlying human
capital required to manage complex technical stacks.

4.4 Domain 4: External Dependency Management (The Vendor Shield)

The results in Domain 4 highlight the ” Vendor Shield” paradox. As shown in Figure 11 and
12, maturity is ”"outsourced” to international technology providers.

5 . . - .
=== Required (3.88)

Maturity Score

Group C Group B Sector Avg Group A

Figure 11: Domain 4 — Vendor Risk Maturity. While technical scores are high, this represents
a ’borrowed maturity’ dependent on foreign core-banking vendors.

This introduces a significant jurisdictional risk. Since 100% of these providers are external
to Ethiopia, the NBE has limited visibility into the ”Black Box” of their security operations.
Figure 12 identifies the lack of domestic oversight over these critical supply-chain dependencies.
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Score Range

0 o

GFOLIp A Grohp B Groﬁp C

Figure 12: Domain 4 Maturity Distribution — Vendor Risk Compliance Mapping. The concen-
tration of risk within foreign-owned infrastructure necessitates the proposed SupTech Data-Lake
for independent verification.

4.5 Domain 5: Incident Management and Resilience

The 1.3 Billion Birr fraud surge of 2024 serves as the primary empirical evidence for this
domain’s systemic weakness. The data suggests that institutions with Domain 5 scores below
2.0 were unable to contain the spread of the attack across their digital channels within the
critical Golden Hour—the first 60 minutes following initial discovery. As illustrated in Figure
13 and 14(a), this delay in containment resulted in unrecoverable financial losses that scaled
exponentially after the 60-minute threshold, proving that reactive recovery is no longer sufficient
for the Ethiopian financial grid.

5
=== Required IR Level (3.88)

Maturity Score
w

N
N

Group C Group B Sector Avg Group A

Figure 13: Domain 5 — The Recovery Gap. An analysis of the containment window during the
2024 fraud surge, demonstrating the structural failure of reactive recovery models.
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Figure 13 and 14(a) visualize the "Recovery Gap,” showing that Group C institutions take
400% longer to contain threats compared to Group A.

- Group A (Tier-1)
B Group C (Evolving)

Effectiveness Score (1-5)

Detection Time Response Time Recovery Time

Figure 14: (a) Operational Resilience — Efficiency Disparity (Group A vs. Group C). This

chart highlights the critical 'Time-to-Recovery’ deficit that creates systemic risk in a real-time
payment environment.
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5 Statistical Analysis and Research Integrity

To ensure the ”Resilience Divide” is not a product of random variance, a One-Way ANOVA was
conducted. The results (F' = 159.23,p < 0.001), as visualized in Figure 15, definitively reject

the null hypothesis.

F-Statistic: 159.24, p-value: 1.1347e-15

4.5
4.0

3.5 1

w
o
!

n
o
s

Maturity Score

2.0

Group A

Group B

Group C

Figure 15: One-Way ANOVA — Statistical Significance of the Divide. The high F-statistic
confirms that cybersecurity maturity is structurally tied to institutional tiering, justifying a

tiered regulatory approach.

Figure 16 illustrates the ”Risk-Maturity Corridor.” As NDPS 2030 increases the Inherent Risk
(IR) of the sector, institutions must move within this corridor to avoid a ”Resilience Deficit.”

16

timona.org



TIMONA Strategic Intelligence

Techno-Functional Research

5 4 Fls Sample Points
= = Resilience Equilibrium (Maturity = IR)
Resilience Deficit

Cybersecurity Maturity Level

10 15 20 25

3.0

Inherent Risk (IR) Level

4.0 4.5 5.0

Figure 16: The Continuous Resilience Model — Risk-Maturity Alignment. This model serves as
the theoretical basis for the Sovereign Shield, where maturity must scale proportionally with

digital transaction velocity.

5.3 Research Instrument Integrity

The validity of this research is anchored in high statistical reliability. As shown in Figure 17,
Cronbach’s Alpha values exceed 0.80 across all domains, confirming that the research instrument

is a robust tool for future regulatory audits.

1.0 =
0.89
0.86
— 0.81 082 oo 082
0.81 078 075 : 076
$ 06
2
€
20
Q
&
8
§ 0.4+
0.2 1
---- Reliability Threshold (0.70)
-------- Validity Threshold (0.60)
B Cronbach's Alpha (Reliability)
KMO Measure (Validity)
0.0 Y
it ke xr0\S ncy it
ik N9 eat con nae et MY
o R Al o3 Cyoef oa:DeP® 05 \ncice!

Figure 17: Statistical Reliability and Validity Matrix. This matrix confirms the scientific rigor
of the maturity assessment, ensuring reproducible results for subsequent NBE audits.
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6 Discussion: The Risk-Maturity Corridor

The empirical evidence gathered in this research confirms that Ethiopia’s financial grid is
currently operating in a state of ”Uncompensated Risk.” The transition from the 1.3 Billion
Birr crisis to a sustainable ”cash-lite” future requires moving beyond institutional-level security
to a national-level architecture.

The proposed Sovereign Shield is anchored in a three-layer model designed to bypass the 66.7%
staffing deficit identified in Figure 10. By centralizing the technical burden, the NBE ensures
that maturity is a ”public utility” rather than a ”private luxury.”

1. The Data Anchoring Layer (SupTech): As analyzed in Domain 4, external dependen-
cies create a black box. This layer utilizes the SupTech Data-Lake to provide real-time,
independent verification of all transaction and security telemetry, replacing the outdated
six-month audit cycle.

2. The Cryptographic Layer (PKI & Fayda): This layer solves the 18.2% identity-fraud
epidemic. By mandating biometric anchoring for all payment authorizations, the ecosystem
achieves ”Non-Repudiation,” ensuring that transactions are tied to verified citizens rather
than stolen credentials.

3. The Collective Intelligence Layer (RaaS): This layer breaks the ”Intelligence Silos”
shown in Figure 7. It allows for ”Systemic Inoculation,” where a threat detected in a
Tier-1 bank is immediately blocked across every Group C microfinance institution.

A cornerstone of this discussion is the migration to a National Zero-Trust Architecture
(NZTA). In the Ethiopian context, the network is fundamentally untrusted. By moving the
security perimeter to the individual transaction level via National PKI, the NBE provides a
"rigid safety floor.” This ensures that even if an institution’s internal maturity is low, the national
grid remains resilient.
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7 The Way Forward: TIMONA’s 3-Point Roadmap

This roadmap provides a phased execution plan to transition from the current ” Resilience Divide”
to a state of ”Sovereign Intelligence.”
7.1 Phase I: Transitioning to Regulator-as-a-Service (RaaS)

The NBE should adopt the RaaS model to centralize high-cost infrastructure. This allows
the regulator to ”subsidize” the defense posture of smaller institutions, ensuring that resource
constraints do not become systemic vulnerabilities.

Raa$S Impact on Core Resilience Metrics

===~ National Target (3.84)

- Group C (Evolving) - As Is

[ Managed State (Regulator-as-a-Service)
4.0

Effectiveness Score (1-5)

Threat Intel sharing 2FA/PKI implementation Incident MTTR Risk Governance

Figure 14: (b) The Sovereign Shield Model: Final National Grid Resilience and RaaS Framework

7.2 Phase II: Integration of National PKI and Fayda ID

In this phase, every citizen and institution is provided with a unique cryptographic identity.
This phase targets the ”Human Capital Bottleneck” by moving the security complexity into the
national trust infrastructure.

7.3 Phase III: AI-Driven Predictive Supervision

Utilizing the historical data from the SupTech Data-Lake, the NBE will deploy Machine Learning
models to detect potential systemic contagion before it reaches critical mass. This shifts the
regulatory posture from reactive response to predictive prevention.
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8 Technical Annex: The Sovereign Intelligence Blueprints
This annex provides the specifications for the operationalization of the Sovereign Shield.

8.1 Annex A: The National Financial Immune System

As illustrated in Figure 18, the "Immune System” logic ensures that localized vulnerabilities
are contained through centralized intelligence feeds.

Group B (Mid-Tier)

Telemetry NCF SupTech Inoculation
(Prudential Streaming) Data-cake (Threat Feeds)

(The f3rain)

Group C (Evolving)

Figure 18: The National Financial Immune System: Threat Inoculation Flow

8.2 Annex B: Implementation Timeline (2026-2030)

The sequential dependencies between Data Ingestion, Cryptographic Trust, and Al Supervision
are mapped below.

Phase |: SupTech Data-Lake Ingestion

Phase II: National PKI & Fayda Integration

Phase lIl: Al Predictive Supervision

National Grid Hardening (Continuous) 4

2026 2027 2028 2029 2030
Year

Figure 19: 2026-2030 Sovereign Shield Implementation Roadmap
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A critical ” Techno-Functional” risk in Phase III is algorithmic bias. As the NBE transitions to
Al-driven predictive supervision, the Sovereign Shield must incorporate an Ethical AT Charter.
This ensures that fraud-detection models do not inadvertently disenfranchise rural populations
or SMEs who exhibit "non-standard” transaction patterns. By utilizing Explainable AT (XAI),
the regulator maintains the transparency required to uphold the financial inclusion mandates of
NDPS 2030.

9 Future Research: AfCFTA and Cross-Border Interoperability

As Ethiopia integrates into the African Continental Free Trade Area (AfCFTA), the research
must expand to ”Cross-Border SupTech Interoperability.” Future study will investigate how
the National PKI can act as a ”Digital Passport,” allowing Ethiopian FIs to clear transactions
securely across regional borders. This ensures that the Sovereign Shield protects not just domestic
liquidity, but the nation’s competitive edge in the continental digital economy.

10 Conclusion

This research has empirically validated the ”Resilience Divide” within Ethiopia’s financial
ecosystem, proving that a 1.3 Billion Birr risk cannot be mitigated by fragmented institutional
efforts alone. The transition to a Regulator-as-a-Service (RaaS) model, anchored by the
Sovereign Shield, offers a definitive pathway to digital sovereignty. By centralizing high-cost
technical infrastructure while decentralizing cryptographic trust via Fayda, Ethiopia can secure
its ”cash-lite” future and set a global benchmark for emerging-market cybersecurity.
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Glossary of Techno-Functional Terms

API-Based Supervision: The transition from manual, period-based reporting to automated,
real-time data streaming between Financial Institutions and the National Bank of Ethiopia.

Article 7 Compliance: The specific metadata reporting requirements mandated by the NBE
to ensure granular visibility into the digital payment ecosystem.

Cyber-Ethio-Futurism: A strategic aesthetic and philosophical framework combining
Ethiopia’s cultural identity with high-end digital sovereignty and financial infrastruc-
ture.

Digital Ethiopia 2030: The national strategy aimed at transforming the economy through
digitization, inclusive finance, and a ”cash-lite” payment ecosystem.

Fayda (National ID): Ethiopia’s digital identity system, which serves as the biometric anchor
for the ”Sovereign Shield” trust layer.

Inherent Risk (IR): The baseline level of risk an institution faces based on its connectivity,
transaction volume, and digital service exposure before controls are applied.

Non-Repudiation: A cryptographic state where a sender cannot deny the validity of a trans-
action, ensured through National PKI and biometric anchoring.

Prudential Streaming: The continuous flow of financial and security telemetry from banks
to regulators, moving away from ”point-in-time” audits.

Regulator-as-a-Service (RaaS): A model where the NBE provides shared security infras-
tructure (SIEM, SOC, PKI) to smaller banks to lower the cost of compliance.

Resilience Deficit: The measurable gap between an institution’s digital growth (Risk) and its
cybersecurity capabilities (Maturity).

Sovereign Shield: The proposed national cybersecurity framework that centralizes oversight
and decentralizes trust through cryptographic protocols.

SupTech Data-Lake: A centralized repository for all financial telemetry, allowing for Al-driven
fraud detection and systemic risk analysis at the national level.

Techno-Functional Architect: A professional role bridging the gap between high-level finan-
cial strategy and deep IT infrastructure design.

Zero-Trust Architecture (ZTA): A security model that requires continuous verification of
every user and device, assuming the network is always compromised.
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